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Experts insights

Qo What should early-career professionals do today to close their
cybersecurity standardisation skills gap?

A: By blending education, practice, and community involvement, early-
career professionals can bridge the gap and grow into effective
contributors to cybersecurity standardisation. In short: learn, apply,
engage, and repeat.

Early-career professionals can close their cybersecurity standardisation skills
gap by combining structured learning, hands-on practice, and community
engagement. Start by building a solid foundation. Complete as many
cybersecurity courses as possible, participate in challenges such as “Hack The
Flag” (HTF), Join cybersecurity communities (LinkedIn groups, Women in
Cybersecurity (WICyS), Cyber Security Europe, etc), and learn core
frameworks such as ISO/IEC 27001, NIST Cybersecurity Framework, and ETSI
EN standards. Understand the EU landscape: NIS2 Directive, Cyber Resilience
Act, and ENISA guidance. Subscribe to newsletters, follow technology news,
and track emerging vulnerabilities to stay current. Then, apply what you learn.
Practice by implementing a standard in a small project or workplace task.
Create checklists, policies, or Software Bill of Materials (SBOM) to turn theory
into tangible results. Participate in audits or compliance exercises when
possible, seeing standards in action accelerates understanding. Get involved
with the standardisation community early. Join your national standardisation
body or mirror commmittee as an observer. Attend working group meetings,
ETSI events, or IETF hackathons to see how standards are created and
debated. Even small contributions, like commenting on draft documents,
build confidence and credibility. Seek mentorship and peer support.
challenge your department and institutional leaders to allow you to get
involved in standardization and to recognize yourcontributions to
standardization. Find experienced professionals who can explain the
“unwritten rules” of standardisation. Coffee breaks at conferences or informal
chats often provide more insight than presentations. Networking also opens
doors to projects, collaborations, and funding opportunities. Finally, adopt a
continuous learning mindset. Cybersecurity evolves fast, plan for regular
training every 2-3 years. Explore cross-domain knowledge: combine technical
skills with understanding of governance, law, and policy. Stay curious, ask
questions, and focus on real-world impact rather than just theory or
buzzwords.
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Q. From your perspective, why does the cybersecurity standardisation
* skills gap exist, and why is it still here?

A In short, the skills gap persists because standards are undervalued, hard
to access, slow to evolve, and rarely taught. Without stronger incentives,
clearer career paths, and more inclusive processes, standardisation will
remain a niche domain, even as cybersecurity itself becomes ever more
critical to our digital society.

The cybersecurity standardization skills gap is a joint reflection of two different
problems need to be addressed separately: cybersecurity skills gap and
standardization skills gap. The cybersecurity standardisation skills gap has
persisted for years despite growing awareness. Historically, cyber threats
evolve rapidly and keep increasing, while education lags behind, failing to
train new professionals. Standardisation remains mostly absent from
curricula at every level, because most educators are not familiar with the
standardization world. Cybersecurity developed reactively, with experts
focused on stopping attacks rather than building long-term frameworks. This
created a “firefighting” culture where immediate technical fixes are valued
more than prevention and governance. As a result, many professionals are
trained to configure systems or defend networks, but not to translate
technical actions into compliance language or to navigate the complex world
of standards. The landscape itself is fragmented and confusing. For
newcomers, the “regulation framework sprawl” can be overwhelming,
especially when many standards are behind paywalls or require expensive
memberships to access. Education systems rarely teach standardisation. Most
universities focus on technical skills, leaving graduates unprepared to
understand how standards are developed or why they matter. There are
almost no dedicated courses or career pathways in this field, so young
professionals usually discover it by accident, often only after a regulatory
incident forces their company to comply. Without structured training or
mentorship, entry into the standardisation world is slow and intimidating.
Industry practices also play a major role. Companies tend to prioritise speed-
to-market over governance, treating standards as a checkbox for contracts
rather than a strategic tool. Senior staff or regulatory teams usually handle
compliance, while early-career professionals are kept away from
standardisation work. This lack of exposure limits skill growth and makes the
field seem inaccessible. Meanwhile, the pace of technological change far
outstrips the speed of standardisation processes. Standards take years to
develop through consensus, while technologies like cloud, loT, and Al evolve in
months. This lag leaves gaps between what the standards say and what
practitioners face in real life. Finally, participation in standardisation is costly
and time-intensive. Travel to meetings, reviewing drafts, or developing
prototypes all require management support and budget. SMEs, law
enforcement agencies, and even universities often lack the resources to
actively engage, which keeps the pool of experts small and ageing.
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What recommendations would you give now to policymakers to close
the gap?

By streamlining frameworks, investing in education, removing barriers,
incentivising participation, and raising awareness, policymakers can
turn standardisation from a niche activity into a core pillar of Europe’s
digital resilience.

To close the cybersecurity standardisation skills gap, policymakers should
focus on simplifying the landscape, building capacity, and removing
barriers that prevent professionals and organisations from engaging. First,
harmonise standards and regulations. Right now, cybersecurity is
fragmented across NIS2, CRA, GDPR, sector-specific rules, and multiple
international frameworks. This “framework sprawl” confuses professionals.
Clear mapping guides and a coherent EU-wide framework would make
compliance simpler and reduce duplication. Second, make it mandatory
for European standardization organizations (ETSI, CEN and CENELEC), as
well as national standardization bodies of European countries ,to identify
the names of contributors to standards inside published standards, the
same way authors of academic papers are identified when these are
published. Third, integrate standardisation into education and training.
Cybersecurity degrees rarely teach how standards are made or applied.
Universities, technical schools, and bootcamps should include modules on
governance, risk, and compliance, ensuring graduates enter the workforce
with baseline knowledge of ISO/IEC 27001, ETSI and CEN-CENELEC
standards, and EU regulations. Hands-on labs, sandboxes, and cross-sector
testbeds would turn theory into practice. In parallel, European Quality
Assurance Forum (ENQA) and its members should make it mandatory to
require and recognise participation in standardisation technical
committees and contributions to published standards. This recognition
should be equal to that given to research activities, such as publishing
academic articles, supporting career advancement and incentivising
active engagement in the standardisation process. Fourth, make
participation accessible and affordable. Many SMEs, researchers, and
young professionals are excluded by paywalls and high costs to attend
meetings or access standards. Policymakers should fund free or low-cost
access to essential cybersecurity standards and provide travel grants or
fellowships for early-career experts to join SDOs like ETSI or ISO, as has
been done through EU-funded projects such as StandICT and
CYBERSTAND.eu. This would expand the pool of contributors and bring
fresh talent into the field. Fifth, incentivise involvement and adoption. Tax
credits, compliance vouchers, and funding tied to Horizon Europe or
Digital Europe projects could reward SMEs and innovators who actively
implement and contribute to standards. Public procurement rules should
also favour companies that demonstrate strong compliance and
engagement in standardisation. Finally, promote awareness and
collaboration. Most people see standards as abstract or bureaucratic.
Public campaigns, case studies, and simple “how-to” guides can show
their value and impact. At the same time, closer cooperation between
regulators, industry, and standards bodies is needed to align policy with
real-world practice and accelerate the development of effective, relevant
standards.
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Q. If you could choose, what bold or unconventional actions would you
* take to close this gap in 1-2 years?

A Together, the three steps below would remove access barriers, build
capacity, and turn theory into practice, dramatically reducing the gap
within 1-2 years.

To close the cybersecurity standardisation skills gap quickly, bold actions
are needed to cut through bureaucracy and lower barriers to entry. Make
standards and compliance tools open and free. Today, many essential
cybersecurity standards are locked behind paywalls, accessible only to
large organisations. By making these standards freely available, along with
open-source compliance toolkits and templates, SMEs and individuals
could learn and apply requirements without costly consultants. This would
immediately expand participation and speed up adoption. Revise the ETSI
Directives and CEN Internal Regulations to include the names of
contributors directly in published standards, similar to how authors are
credited in academic papers. This recognition would not affect the
copyright held by standardisation organisations over the published
standards. Launch an EU-wide Cyber Standards Academy and Fellowship.
Promote existing efforts and create a centralised online academy offering
plain-language courses on NIS2, CRA, ISO, and CEN-CENELEC and ETSI
standards, plus hands-on labs and sandbox environments. At the same
time, fund a European fellowship programme placing early-career
professionals directly inside ETSI, CEN/CENELEC, and leading companies
for 6-12 months. Immersive, real-world exposure would rapidly train a new
generation of standardisation experts. Finally, mandate “standardisation
sprints” in EU-funded projects. Like hackathons, these rapid cycles would
bring together engineers, lawyers, policymakers, and SMEs to apply
standards in real time to live products and systems. Every EU-funded
cybersecurity project would be required to deliver a tangible standards
contribution, a draft, a mapping guide, or a technical annex. This would
create both practical resources for others to use and a fast track for
developing skills through action.
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What are the top five emerging skills that are currently missing in
cybersecurity standardisation?

The cybersecurity standardisation field is evolving quickly, but many
critical skills are missing. These gaps span both technical expertise and
cross-disciplinary abilities, making it harder to develop standards that
keep up with innovation, regulation, and real-world needs.

One of the most urgent gaps is Al and Generative Al security. As Al
becomes embedded in everything from cloud systems to consumer
devices, professionals need to understand how Al can be attacked, how to
respond to Al-driven incidents, and how to align systems with the EU Al
Act. This also includes Al risk assessment and governance, as well as the
ability to handle Al-related cyber threat intelligence. Closely linked to this
is post-quantum cryptography. Quantum computing threatens to break
today’'s cryptographic methods, so experts must develop and deploy
guantum-resistant algorithms and manage the complex transition period
between classical and quantum-safe systems. Another missing area is
compliance-as-code and automation. Most standards today are still
human-readable PDFs. Professionals need to move towards machine-
readable, APIl-based standards that integrate directly into Continuous
Integration / Continuous Delivery pipelines. Automated checks and
continuous validation would make compliance faster, cheaper, and more
scalable, especially for SMEs. There is also a lack of policy-to-code
translation skills. Many organisations have strong technical security but
still fail audits because they cannot map what they do to legal
requirements like NIS2, CRA, or GDPR. Experts are needed who can
interpret complex regulations and turn them into clear, testable technical
controls and guidance that engineers can implement. SBOM (Software Bill
of Materials) lifecycle management is another growing need. SBOMs are
essential for supply chain security, allowing companies to track all
software components and dependencies. Skills are needed to generate,
validate, and use SBOMs effectively, ensuring rapid response when
vulnerabilities like Log4] emerge. Cloud security and DevSecOps
automation are also underdeveloped. Many current standards were built
for on-premises systems and don't fit modern cloud-native environments.
Professionals must learn to design and test cloud security controls,
automate compliance checks, and prevent vendor lock-in while
maintaining interoperability across platforms.
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A' The rise of cyber-physical systems, like loT, smart cities, industrial control
° systems, and autonomous vehicles, creates a pressing need for expertise
at the intersection of safety and cybersecurity. This includes digital twins,
connected vehicles, and critical infrastructure where a security failure can
have physical, even life-threatening consequences. Another gap lies in
data space and interoperability security. Very few professionals
understand how to secure federated data exchange systems and
sovereign data connectors. Beyond technology, there is a shortage of
standardisation negotiation and collaboration skills. Developing standards
isn't just technical, it requires diplomacy, communication, and the ability
to reach consensus among diverse stakeholders, including regulators,
companies, and civil society. Plain-language communication of standards
is also missing. Many standards are written in highly technical language
that is inaccessible to SMEs, policymakers, and even engineers outside the
standardisation circle. Experts who can explain standards clearly are vital
to increasing adoption. In addition, there is limited knowledge of forensic
readiness and digital evidence handling. As cyber incidents increasingly
require legal action, professionals need to know how to preserve evidence,
maintain chain of custody, and produce cross-border, admissible
documentation. This is especially urgent for law enforcement, healthcare,
and critical infrastructure. Zero Trust architectures are another area where
skills are lacking. Different regions are pushing fragmented approaches,
and few professionals know how to build interoperable, harmonised Zero
Trust solutions. From a structural perspective, there is a lack of cross-
domain knowledge. Standards now cut across multiple sectors, cloud, IoT,
Al, telecoms, but most professionals specialise in only one domain.
Understanding overlaps and interoperability is essential to avoid
fragmentation. Finally, soft skills are just as important as technical ones.
There is a need for critical thinking, abstraction and concretisation, risk-
based prioritisation, and systems-level thinking to address complex,
interconnected  problems. Professionals also need leadership,
communication, and mentoring skills to guide new contributors and keep
standardisation aligned with real-world innovation. Without these
emerging skills, froom Al governance to forensic readiness, from
compliance automation to negotiation, Europe risks falling behind, relying
on external frameworks, and leaving the gap between innovation and
regulation unfilled. Building these capabilities now is essential for a
secure, resilient digital future.
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Recommendations

This section distils the collective insights of 38 experts actively engaged in
cybersecurity standardisation across theprojects like StandICT.eu, CYBERSTAND.eu,
HSbooster.eu, INSTAR, and NERO projects. These recommendations are rooted in real-
world experience, offering concrete actions to help close the cybersecurity
standardisation skills gap. Each recommendation includes a clear definition of the
action, the value and expected impact, and actionable steps to make it happen.

n  Make essential cybersecurity standards free or
ﬂ low-cost

Provide free or heavily subsidised access to core cybersecurity standards (e.g.,
ISO/IEC 27001, ETSI cybersecurity norms).

Why it matters: Today, many SMEs, researchers, and early-career professionals
are excluded from participating due to high paywalls. Free access would
democratise knowledge and accelerate adoption across Europe.

Actionable Implementation Guidelines:

- Allocate EU or national funding to cover standard publication costs.

- Create an open portal hosting key cybersecurity standards.

. Partner with SDOs (ISO, ETSI, CEN/CENELEC) to negotiate discounted or free
licences for academia and SMEs.

- Promote awareness campaigns on the availability of these free resources.

m Fund participation and training for early-career
professionals

Provide financial support and structured training programmes to bring young
experts into standardisation work.

Why it matters: The current expert pool is ageing, and younger professionals
face travel, time, and resource barriers that prevent them from joining SDOs.

Actionable Implementation Guidelines:

- Launch fellowships similar to StandICT.eu and CYBERSTAND.eu to cover travel
and participation costs.

- Introduce scholarships for students to attend standards meetings as
observers.

- Partner with universities to embed standardisation modules into ICT degrees.

- Create mentorship schemes connecting young professionals with
experienced experts.
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@ Integrate standardisation into education and skills
S5 frameworks

(Y Y

Make cybersecurity standardisation a core part of formal education and lifelong
learning programmes.

Why it matters: Universities and training institutions rarely cover
standardisation processes, leaving graduates unprepared for compliance-driven
roles.

Actionable Implementation Guidelines:

- Add compulsory courses on cybersecurity standards in undergraduate and
master’s programmes.

- Include practical labs using “compliance sandboxes” to test real-world
scenarios.

- Develop online training modules (e.g., through ENISA and the Cybersecurity
Skills Academy).

- Align education content with EU frameworks such as NIS2, CRA, and Al Act.

Simplify and harmonise EU regulations and
frameworks

Create a unified, clear set of guidelines mapping different regulations to existing
standards.

Why it matters: Today's regulation frameworks landscape creates confusion,
especially for SMEs that must navigate GDPR, NIS2, CRA, and multiple sector-
specific rules.

Actionable Implementation Guidelines:

. Develop official mapping guides between EU laws and CEN-CENELEC/ETSI
standards.

- Publish free compliance toolkits with checklists and templates.

- Require all new EU legislation to include a standardisation roadmap at
launch.

- Provide plain-language summaries aimed at SMEs and non-specialists.

@ Build hands-on testbeds and compliance sandboxes

Create physical and virtual labs where organisations can experiment with
applying standards in realistic environments.

Why it matters: Practical application is essential for learning. Many professionals
understand theory but lack real-world practice in deploying standards.

Actionable Implementation Guidelines:

- Fund cross-sector labs at EU and national level (e.g. cloud security, loT,
healthcare).

- Allow SMEs to access these facilities free or at minimal cost.

- Run simulation events such as hackathons or “standardisation sprints”.

- Collect and publish anonymised case studies to share lessons learned.
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